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Instructions to the candidates: 

1. All questions are Compulsory. 

2. Figures to the right indicate full marks. 

3. Assume suitable data, if required.  

Q.1 Attempt any FIVE of the following (3 Marks each)  15 

a) Explain Quality and Software Quality? 

Quality: 

The degree to which a component, system or process meets specified requirements and/or 

user/customer  needs and expectations. 

Software Quality: 

Software quality product is defined in term of its fitness of purpose. That is, a quality product does 

precisely what the users want it to do. For software products, the fitness of use is generally explained 

in terms of satisfaction of the requirements laid down in the SRS document. Although "fitness of 

purpose" is a satisfactory interpretation of quality for many devices such as a car, a table fan, a 

grinding machine, etc.  For software products, "fitness of purpose" is not a wholly satisfactory 

definition of quality. 

Example: Consider a functionally correct software product. That is, it performs all tasks as specified 

in the SRS document. But, has an almost unusable user interface. Even though it may be functionally 

right, we cannot consider it to be a quality product. 

 

b) Describe Unit Testing.  

 

 



 
 

 

 c) Define Metrics, measure and Measurement. 

 
 

 d) Explain Internal and External Views of testing. 

 

Any engineered product (and most other things) can be tested in one of two ways:  

1. Knowing the specified function that a product has been designed to perform, tests can be conducted 

that demonstrate each function is fully operational while at the same time searching for errors in each 

function (BLACK-BOX testing)  

2. Knowing the internal workings of a product, tests can be conducted to ensure that "all gears mesh," 

that is, internal operations are performed according to specifications and all internal components have 

been adequately exercised (WHITE-BOX testing) 

 

 

 

 



 e) Describe Content Testing. 

  
 

 f) Explain Software Quality Factors 

software quality model identifies 4 main quality characteristics, namely: 

Efficiency: 

 This characteristic is concerned with the system resources used when providing the required 

 functionality. The amount of disk space, memory, network etc. provides a good indication of this 

 characteristic.  

Intuivteness: 

intuitive software design combines art and science to save us both time and mental stress. 

Application programs that have a friendly interface and are easy to use.  

Richness: 

 The  ability of a software to embed many qualities is called its richness. 

 Robustness:  

Robustness is the ability of a computer system to cope with errors during execution and cope with erroneous 

input. 

 

 g) Explain the Cost Impact of Software Defects.   

The cost of defects identified during Software Testing, completely depends on the impact of the defects found. 

The earlier the defect is found, easier and less costly it is to fix these defects. For instance, if there is a defect 

found in the project requirement specifications and analysis, then it is relatively cheaper to fix it. 

Similarly, if the defects or failures are found in the design of the software, then the product design is corrected 

and then re-issued. However, if these defects somehow get missed by testers and if they are identified during 

the user acceptance phase, then it can be way too expensive to fix such type of errors.  

 



Q. 2 Attempt any three of the following (5 Marks each)  15 

a) Explain Different software reviews. 

A review is a systematic examination of a document by one or more people with the main aim of finding 

and removing errors early in the software development life cycle. Reviews are used to verify documents 

such as requirements, system designs, code, test plans and test cases.  

Reviews are usually performed manually while static analysis of the tools is performed using tools.  

Types of Review:  

1) Informal: As suggested by its name, this is an informal type of review, which is extremely popular 

and is widely used by people all over the world. Informal review does not require any documentation, 

"entry criteria", or a large group of people. It is a time saving process that is not documented.  

2) "Walkthrough": Here, a designer or developer lead a team of software developers to go through a 

software product, where they ask question and make necessary comments about various defects & errors. 

This process differs from "software inspection" and technical review in various aspects.  

3) Formal Technical Review: During the process of technical review a team of qualified personnel's 

review the software and examine its suitability to define its intended use as well as to identify various 

discrepancies.  

4) Inspection: This is a formal type of peer review, wherein experienced & qualified individuals examine 

the software product for bugs and defects using a defined process. Inspection helps the author improve 

the quality of the software. 

 

b) Explain Integration testing in details. 

 



 

 

 



 

 
c) Describe Security and Quality. 

Security testing is a type of Software Testing that uncovers vulnerabilities, threats, risks in a 

software application and prevents malicious attacks from intruders. The purpose of Security Tests is 

to identify all possible loopholes and weaknesses of the software system which might result in a loss 

of information, revenue, repute at the hands of the employees or outsiders of the Organization. 

Types of Security Testing: 

There are seven main types of security testing as per Open Source Security Testing methodology 

manual. They are explained as follows: 

1.Vulnerability Scanning: This is done through automated software to scan a system against known 

vulnerability signatures. 



2.Security Scanning: It involves identifying network and system weaknesses, and later provides 

solutions for reducing these risks. This scanning can be performed for both Manual and Automated 

scanning. 

3.Penetration testing: This kind of testing simulates an attack from a malicious hacker. This testing 

involves analysis of a particular system to check for potential vulnerabilities to an external hacking 

attempt. 

4.Risk Assessment: This testing involves analysis of security risks observed in the organization. 

Risks are classified as Low, Medium and High. This testing recommends controls and measures to 

reduce the risk. 

5.Security Auditing: This is an internal inspection of Applications and Operating systems for 

security flaws. An audit can also be done via line by line inspection of code 

6.Ethical hacking: It's hacking an Organization Software systems. Unlike malicious hackers, who 

steal for their own gains, the intent is to expose security flaws in the system. 

7.Posture Assessment: This combines Security scanning, Ethical Hacking and Risk Assessments to 

show an overall security posture of an organization. 

Quality Control: 
SQC is a set of activities for ensuring quality in software products. Software Quality Control is 

limited to the Review/Testing phases of the Software Development Life Cycle and the goal is to 

ensure that the products meet specifications/requirements. 

SQC Activities 

It includes the following activities: 

Reviews 

 Requirement Review 

 Design Review 

 Code Review 

 Deployment Plan Review 

 Test Plan Review 

 Test Cases Review 

Testing 
 Unit Testing 

 Integration Testing 

 System Testing 

Acceptance Testing 

 

 

d) Explain Metrics for the requirements model. 

 



 
 

 

 
 e) Describe Software Quality Assurance Activities in details. 

Assurance (SQA) is simply a way to assure quality in the software. It is the set of activities which 

ensure processes, procedures as well as standards suitable for the project and implemented correctly. 

Software Quality Assurance is a process which works parallel to development of a software. It 

focuses on improving the process of development of software so that problems can be prevented 

before they become a major issue. Software Quality Assurance is a kind of an Umbrella activity that 

is applied throughout the software process 



SQA Activities : 

1) Creating an SQA Management Plan: 

The foremost activity includes laying down a proper plan regarding how the SQA will be carried out 

in your project. 

Along with what SQA approach you are going to follow, what engineering activities will be carried 

out, and it also includes ensuring that you have a right talent mix in your team. 

2) Setting the Checkpoints: 

The SQA team sets up different checkpoints according to which it evaluates the quality of the project 

activities at each checkpoint/project stage. This ensures regular quality inspection and working as per 

the schedule. 

3) Apply software Engineering Techniques: 

Applying some software engineering techniques aids a software designer in achieving high-quality 

specification. For gathering information, a designer may use techniques such as interviews and 

FAST (Functional Analysis System Technique). 

Later, based on the information gathered, the software designer can prepare the project estimation 

using techniques like WBS (work breakdown structure), SLOC (source line of codes), and 

FP(functional point) estimation. 

4) Executing Formal Technical Reviews: 

An FTR is done to evaluate the quality and design of the prototype. 

In this process, a meeting is conducted with the technical staff to discuss regarding the actual quality 

requirements of the software and the design quality of the prototype. This activity helps in detecting 

errors in the early phase of SDLC and reduces rework effort in the later phases. 

5) Having a Multi-Testing Strategy: 

By multi-testing strategy, we mean that one should not rely on any single testing approach, instead, 

multiple types of testing should be performed so that the software product can be tested well from all 

angles to ensure better quality. 

6) Enforcing Process Adherence: 

This activity insists the need for process adherence during the software development process. The 

development process should also stick to the defined procedures. 

This activity is a blend of two sub-activities which are explained below in detail: 

(i) Product Evaluation: 

This activity confirms that the software product is meeting the requirements that were discovered 

in the project management plan. It ensures that the set standards for the project are followed 

correctly. 

(ii) Process Monitoring: 

This activity verifies if the correct steps were taken during software development. This is 

done by matching the actually taken steps against the documented steps. 

7) Controlling Change: 

In this activity, we use a mix of manual procedures and automated tools to have a mechanism for 

change control. 

By validating the change requests, evaluating the nature of change and controlling the change 

effect, it is ensured that the software quality is maintained during the development and 

maintenance phases. 

8) Measure Change Impact: 

If any defect is reported by the QA team, then the concerned team fixes the defect. 

After this, the QA team should determine the impact of the change which is brought by this defect 

fix. They need to test not only if the change has fixed the defect, but also if the change is compatible 

with the whole project. 

For this purpose, we use software quality metrics which allows managers and developers to 

observe the activities and proposed changes from the beginning till the end of SDLC(Software 

Development Life Cycle) and initiate corrective action wherever required. 

9) Performing SQA Audits: 

The SQA audit inspects the entire actual SDLC process followed by comparing it against the 

established process. 



It also checks whatever reported by the team in the status reports were actually performed or not. 

This activity also exposes any non-compliance issues. 

10) Maintaining Records and Reports: 

It is crucial to keep the necessary documentation related to SQA and share the required SQA 

information with the stakeholders. The test results, audit results, review reports, change 

requests documentation, etc. should be kept for future reference. 

11) Manage Good Relations: 

In fact, it is very important to maintain harmony between the QA and the development team. 

1) We often hear that testers and developers often feel superior to each other. This should be 

avoided as it can affect the overall project quality. 
 

 

Q. 3 Attempt any three of the following (5 Marks each)        15 

a) Explain Validation testing in details 

 

 



 

 

b) Describe the Cost of Quality in details. 

Cost of Quality (COQ) is a measure that quantifies the cost of control/conformance and the cost of failure 

of control/non-conformance. In other words, it sums up the costs related to prevention and detection of 

defects and the costs due to occurrences of defects.  

Prevention Cost  
The cost arises from efforts to prevent defects.  

Example: Quality Assurance costs  

Appraisal Cost  
The cost arises from efforts to detect defects.  

Example: Quality Control costs  

Cost of Failure of Control (Also known as Cost of Non-Conformance)  

Internal Failure Cost  
The cost arises from defects identified internally and efforts to correct them.  

Example: Cost of Rework (Fixing of internal defects and re-testing)  

External Failure Cost  

The cost arises from defects identified by the client or end-users and efforts to correct them.  

Example: Cost of Rework (Fixing of external defects and re-testing) and any other costs due to 

external defects (Product service/liability/recall, etc)  

 

FORMULA / CALCULATION  

Cost of Quality (COQ) = Cost of Control + Cost of Failure of Control  

where  

Cost of Control = Prevention Cost + Appraisal Cost  

and  

Cost of Failure of Control = Internal Failure Cost + External Failure Cost 

 

c) Explain the White-Box Testing in details. 

 
White box testing involves the testing of the software code for the following:  

Internal security holes  

 Broken or poorly structured paths in the coding processes  

 The flow of specific inputs through the code  

 Expected output  

 The functionality of conditional loops  

 Testing of each statement, object, and function on an individual basis  

 



 

 

 



 d) Explain Guidelines for Formal Technical review in details. 

Guidelines for the conduct of formal technical reviews must be established in advance, distributed to all 

reviewers, agreed upon, and then followed. A review that is uncontrolled can often be worse that no review at 

all. The following represents a minimum set of guidelines for formal technical reviews:  

1. Review the product, not the producer. An FTR involves people and egos. Conducted properly, the FTR 

should leave all participants with a warm feeling of accomplishment. Conducted improperly, the FTR can take 

on the aura of an inquisition. Errors should be pointed out gently; the tone of the meeting should be loose and 

constructive; the intent should not be to embarrass or belittle. The review leader should conduct the review 

meeting to ensure that the proper tone and attitude are maintained and should immediately halt a review that 

has gotten out of control.  

2. Set an agenda and maintain it. One of the key maladies of meetings of all types is drift. An FTR must be 

kept on track and on schedule. The review leader is chartered with the responsibility for maintaining the 

meeting schedule and should not be afraid to nudge people when drift sets in.  

3. Limit debate and rebuttal. When an issue is raised by a reviewer, there may not be universal agreement 

on its impact. Rather than spending time debating the question, the issue should be recorded for further 

discussion off-line.  

4. Enunciate problem areas, but don't attempt to solve every problem noted. A review is not a 

problem-solving session. The solution of a problem can often be accomplished by the producer alone or with 

the help of only one other individual. Problem solving should be postponed until after the review meeting.  

5. Take written notes. It is sometimes a good idea for the recorder to make notes on a wall board, so that 

wording and priorities can be assessed by other reviewers as information is recorded.  

6. Limit the number of participants and insist upon advance preparation. Two heads are better than one, 

but 14 are not necessarily better than 4. Keep the number of people involved to the necessary minimum. 

However, all review team members must prepare in advance. Written comments should be solicited by the 

review leader (providing an indication that the reviewer has reviewed the material).  

7. Develop a checklist for each product that is likely to be reviewed. A checklist helps the review leader to 

structure the FTR meeting and helps each reviewer to focus on important issues. Checklists should be 

developed for analysis, design, code, and even test documents.   

8. Allocate resources and schedule time for FTRs. For reviews to be effective, they should be scheduled as 

a task during the software engineering process. In addition, time should be scheduled for the inevitable 

modifications that will occur as the result of an FTR.  

9. Conduct meaningful training for all reviewers. To be effective all review participants should receive 

some formal training. The training should stress both process-related issues and the human psychological side 

of reviews. Freedman and Weinberg estimate a one-month learning curve for every 20 people who are to 

participate effectively in reviews.  

10. Review your early reviews. Debriefing can be beneficial in uncovering problems with the review process 

itself. The very first product to be reviewed should be the review guidelines themselves. Because many 

variables (e.g., number of participants, type of work products, timing and length, specific review approach) 

have an impact on a successful review, a software organization should experiment to determine what approach 

works best in a local context. Porter and his colleagues provide excellent guidance for this type of 

experimentation. 

 

e) Explain control structural testing in details. 

1. Condition Testing  
Condition testing is a test construction method that focuses on exercising the logical conditions in 

a program module.  

Errors in conditions can be due to:  
Boolean operator error  

Boolean variable error  

Boolean parenthesis error  

Relational operator error  

Arithmetic expression error  

 

definition: "For a compound condition C, the true and false branches of C and every simple 

condition in C need to be executed at least once."  



Multiple-condition testing requires that all true-false combinations of simple conditions be 

exercised at least once.  

Therefore, all statements, branches, and conditions are necessarily covered.  

2. Data Flow Testing  
Selects test paths according to the location of definitions and use of variables. This is a somewhat 

advanced technique and is not practical for extensive use. Its use should be targeted to modules 

with nested if and loop statements.  

3. Loop Testing  
Loops are fundamental to many algorithms and need thorough testing.  

There are four different classes of loops: simple, concatenated, nested, and unstructured. 

Create a set of tests that force the following situations:  

 
Simple Loops  
1. Where n is the maximum number of allowable passes through the loop.  

2. Skip loop entirely  

3. Only one pass through loop Two passes through loop  

4. m passes through loop where m<n.< p="">  

5. (n-1), n, and (n+1) passes through the loop.  

 

Nested Loops:-  
1. Start with inner loop. Set all other loops to minimum values.  

2. Conduct simple loop testing on inner loop.  

3. Work outwards  

4. Continue until all loops tested.  

 

Concatenated Loops:-  
1. If independent loops, use simple loop testing.  

 

2. If dependent, treat as nested loops.  

Unstructured loops  
1. Don't test - redesign.  

 

 



 

Q. 4 Attempt any three of the following (5 Marks each)      15 

a) Explain the black-Box testing in details. 

 

 

 



 
 

b) Describe Metrics for design model in details. 

 
 

 

 

 



c) Explain System testing in details. 

System Testing:  

Testing which is done on the entire system known as system testing. By this test, we uncover the 

errors. It ensures that all the system works as expected. We check System performance and 

functionality to get a quality product. System testing is nothing but testing the system as a whole. 

This testing checks complete end-to-end scenario as per the customer’s point of view.  

Functional and Non-Functional tests also done by System testing. All things are done to maintain 

trust within the development that system is defect free and bug-free. System testing is also 

intended to test hardware/software requirements specifications  

Types of System Testing  
A. Recoverability Testing  
This testing determines whether operations can be continued after a disaster or after the integrity 

of the system has been lost.  

The best example of this supposes we are downloading one file. And suddenly connection goes 

off. After resuming connection our downloading starts at where we left. It does not start from 

starting again.  

This used where continuity of the operations is essential  

B. Security Testing  
Testing which confirms that the program can access to authorized personnel and that authorized 

personnel can access the functions available to their security level.  

This testing makes sure that the system does not allow unauthorized access to data and resources.  

The purpose of security testing is to determine, how well a system protects against unauthorized 

internal or external access or willful damage.  

There is the following area where we generally can check for security:  

Authentication  

Authorization  

Data validation  

Transport security  

Data protection  

Session management  

 

C. Stress Testing  
1. This testing generally checks the system is going to continue to function when subjected to the 

large volume of data than expected.  

2. Stress testing may contain input transactions, internal tables, communication channels, disk 

space, etc.  

3. Stress testing checks that the system should run as it would in a production environment.  

4. It checks the system under extreme conditions.  

5. Stress Testing is also known as Endurance Testing.  

 

D. Performance Testing  
1. This testing makes sure the system’s performance under the various condition, in terms of 

performance characteristics.  

2. This testing is also called as compliance testing with respect to performance.  

3. This testing ensures that meets the system requirements  

4. It checks when multiple users use the same app at a time, then how it responds back  
 

 

 

 

 

 

 

 

 



d) Explain Basic Path Testing in details 

 

 

 
 



e) Explain McCall’s Quality factors in details. 

McCall software quality model was introduced in 1977. This model is incorporated with many 

attributes,termed as software factors, which influence a software.  

Many organizations around the globe develop and implement different standards to improve the quality 

needs of their software. This chapter briefly describes some of the widely used standards related to 

Quality Assurance and Testing.  

This model classifies all software requirements into 11 software quality factors  

1. Correctness  
These requirements deal with the correctness of the output of the software system. They include −  
Output mission  

The required accuracy of output that can be negatively affected by inaccurate data or inaccurate 
calculations.  

The completeness of the output information, which can be affected by incomplete data.  

The up-to-dateness of the information defined as the time between the event and the response by the 
software system.  

The availability of the information.  

The standards for coding and documenting the software system.  

 

2. Reliability  
Reliability requirements deal with service failure. They determine the maximum allowed failure rate of 

the software system, and can refer to the entire system or to one or more of its separate functions.  

 

3. Efficiency  
It deals with the hardware resources needed to perform the different functions of the software system. 

It includes processing capabilities (given in MHz), its storage capacity (given in MB or GB) and the data 
communication capability (given in MBPS or GBPS).  

It also deals with the time between recharging of the system’s portable units, such as, information 

system units located in portable computers, or meteorological units placed outdoors.  

4. Integrity  
This factor deals with the software system security, that is, to prevent access to unauthorized persons, 

also to distinguish between the group of people to be given read as well as write permit.  

 

5. Usability  
Usability requirements deal with the staff resources needed to train a new employee and to operate the 

software system.  

 

6. Maintainability  
This factor considers the efforts that will be needed by users and maintenance personnel to identify the 

reasons for software failures, to correct the failures, and to verify the success of the corrections  

 

7. Flexibility  
This factor deals with the capabilities and efforts required to support adaptive maintenance activities of 

the software. These include adapting the current software to additional circumstances and customers 

without changing the software. This factor’s requirements also support perfective maintenance activities, 

such as changes and additions to the software in order to improve its service and to adapt it to changes in 

the firm’s technical or commercial environment.  

 

8. Testability  
Testability requirements deal with the testing of the software system as well as with its operation. It 

includes predefined intermediate results, log files, and also the automatic diagnostics performed by the 

software system prior to starting the system, to find out whether all components of the system are in 

working order and to obtain a report about the detected faults. Another type of these requirements deals 

with automatic diagnostic checks applied by the maintenance technicians to detect the causes of software 

failures.  

 

9. Portability  



Portability requirements tend to the adaptation of a software system to other environments consisting 

of different hardware, different operating systems, and so forth. The software should be possible to 

continue using the same basic software in diverse situations.  

 

10. Reusability  
This factor deals with the use of software modules originally designed for one project in a new 

software project currently being developed. They may also enable future projects to make use of a given 

module or a group of modules of the currently developed software. The reuse of software is expected to 

save development resources, shorten the development period, and provide higher quality modules.  

 

11. Interoperability  
Interoperability requirements focus on creating interfaces with other software systems or with other 

equipment firmware. For example, the firmware of the production machinery and testing equipment 

interfaces with the production control software.  
Q .5 Short notes on any three of the following (5 Marks each) 15 

a) Stubs and Drivers 

 

 
 

 

 



b) Metrics for testing 

 
c) Explain the Art of Debugging. 

Debugging happens as a result of testing. When a test case uncovers an error, debugging is the process 

that causes the removal of that error.  

The Debugging Process  

Debugging is not testing, but always happens as a response of testing. The debugging process will have 

one of two outcomes:  

(1) The cause will be found, corrected and removed, or  

(2)The cause will not be found. Why is debugging difficult?  
The symptom and the cause are geographically remote.  

The symptom may disappear when another error is corrected.  

The symptom may actually be the result of nonerrors (eg round off in accuracies).  

The symptom may be caused by a human error that is not easy to find.  

The symptom may be intermittent.  

The symptom might be due to the causes that are distributed across various tasks on diverse 

processes.  

1) Psychological Considerations  
 

There is evidence that debugging is an innate human trait. Some people are good at it and others not. 

Although experimental evidence on debugging can be considered in many ways large variations in 

debugging ability has been identified in software engineering of the same experience.  

2) Debugging Approaches  

 

Regardless of the approach that is used, debugging has one main aim: to determine and correct errors. 

The aim is achieved by using systematic evaluation, intuition, and good fortune. In general three kinds of 

debugging approaches have been put forward: Brute force, Back tracking and Cause elimination.  
Brute force is probably the most popular despite being the least successful. We apply brute force 

debugging methods when all else fails. Using a “let the computer find the error” technique, memory 

dumps are taken, run-time traces are invoked, and the program is loaded with WRITE statements. 

Backtracking is a common debugging method that can be used successfully in small programs. Beginning 

at the site where a symptom has been uncovered, the source code is traced backwards till the error is 

found. In cause elimination a list of possible causes of an error are identified and tests are conducted until 

each one is eliminated. 

 

 

 



d) Software Reliability 

Software Reliability is the probability of failure-free software operation for a specified period of 

time in a specified environment. Software Reliability is also an important factor affecting system 

reliability. It differs from hardware reliability in that it reflects the design perfection, rather than 

manufacturing perfection. The high complexity of software is the major contributing factor of Software 

Reliability problems  

Measures of reliability & availability  
Reliability metrics are used to quantitatively express the reliability of the software product. The option of 

which metric is to be used depends upon the type of system to which it applies & the requirements of the 

application domain. Some reliability metrics which can be used to quantify the reliability of the software 

product are as follows:  

1. Mean Time to Failure (MTTF)  
MTTF is described as the time interval between the two successive failures. An MTTF of 200 mean 

that one failure can be expected each 200-time units. The time units are entirely dependent on the system 

& it can even be stated in the number of transactions. MTTF is consistent for systems with large 

transactions.  

For example, It is suitable for computer-aided design systems where a designer will work on a design 

for several hours as well as for Word-processor systems.  

To measure MTTF, we can evidence the failure data for n failures. Let the failures appear at the time 

instants t1,t2.....tn.  

 

2. Mean Time to Repair (MTTR)  
Once failure occurs, some-time is required to fix the error. MTTR measures the average time it takes 

to track the errors causing the failure and to fix them.  

 

3. Mean Time Between Failure (MTBR)  
We can merge MTTF & MTTR metrics to get the MTBF metric.  

 

MTBF = MTTF + MTTR  
Thus, an MTBF of 300 denoted that once the failure appears, the next failure is expected to appear 

only after 300 hours. In this method, the time measurements are real-time & not the execution time as in 
MTTF.  

Software Availability: Software availability is the probability that a program is operating according to 

requirements at a given point of time and is defined as:  

 

Availability = [MTTF / (MTTF + MTTR)] * 100% 

 

e) User interface Testing for Web Applications 
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